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How to See if Your Email has been hacked in 3 easy steps!
Author: Dale Meredith

STEP 1: Go to Have | Been Pwned: Pwned Passwords

STEP 2: Type in your email address

Check if your email or phone is in a data breach

dale.meredith@gmail.com pwned?

@© Generate secure, unique passwords for every account | Lssm o s ihsswordcom
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Largest breacl Recently added breaches
STEP 3: Click on pwned?
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| or phone is in a data breach
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Look at how many times your email address has been involved with a breach!


https://haveibeenpwned.com/Passwords

ave i been pwned

Check if your email or phone is in a data breach

dale.meredith@gmail.com pwned? ‘

Oh no — pwned!

Pumed in 33 data breaches and found 3 pastes (subscribe to search sensitive breaches)

@ 3 Steps to better security ‘Start using 1Password.com

" CUV6U4!GU ]
A
e

Step 1 Protect yourself using 1Password to  Step 2 Enable 2 factor authentication and  Stap 3 Subscribe to notifications for any.
generate and save strong pesswords for  store the codes inside your 1Password other breaches. Then just change that
each website. account. unique password.

Made with Tango.us

Notice the information listed!

Now | know you're thinking, "Dale, this took place back in 2013!" Yeah, | know. My first
guestion is, have you changed that password SINCE the 2013 breach? My second question is, is
that password you used back then still being used on another account somewhere? Humans
are creatures of habit, and studies show that folks will recycle/reuse passwords repeatedly.
Even though studies show this, that doesn't mean we should be reusing passwords.

Breaches you were pwned in

A"breach” s an incident where data has been unintentionally exposed to the public. Using the 1Password password manager helps you
ensure all your passwords are strong and unique such that a breach of one service doesn't put your other services at risk

2,844 Separate Data Breaches In February 2018, a massive collection of almost 3,000 alleged data
breaches was found online. Whilst some of the data had previously been seen in Have | Been Pwned, 2,844 of
the files consisting of more than 80 million unique email addresses had not previously been seen. Each file
contained both an emall address and plain text password and were consequently loaded as a single
“unverified” data breach.

Compromised data: Emall addresses, Passwords

Adobe: in October 2013, 153 million Adobe accounts were breached with each containing an internal 1D,
username, emall, encrypted password and a password hint in plain text. The password cryptography was poorly
done and many were q o . The unencrypted hints also disclosed much about the
passwords adding furt i millions of Adobe customers already faced.

Compromised data: Emall addresses, Password hints, Passwords, Usemames

Apollo: In July 2018, the sales engagement startup Apollo left a database containing bilions of data points
publicly exposed without a password. The data was discovered by security researcher Vinny Trola who

subsequently sent a subset of the data containing 126 million unique email addresses to Have | Been Pwned.
The data left exposed by Apollo was used In their "revenue acceleration platiorm" and Included personal
information such s names and email addresses as well as professional information including places of
employment, the roles people hold and where they're located. Apollo stressed that the exposed data did not
include sensitive information such as passwords, soclal security numbers or finandial data. The Apollo website
has a contact form for those looking to get in touch with the organisation.

Compromised a.m: Email addresses, Employers, Geographic locations, Job titles, Names, Phone numbers, Made with Tango.us
Salutations, Social media profiles

| scrolled down a bit and found Kickstarter:

This breach contained almost 5.2 million unique email addresses, usernames. Some breaches
will include other information that can be used against you like your address, activities on the

web, government-issued ID numbers, and more.
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Compromised data: Email addresses, Names, Usernames

Kickstarter: In February 2014, the crowdfunding platform Kickstarter announced they'd suffered a data breach.
The breach contained almost 5.2 million unique email addresses, usemames and salted SHA1 hashes of
passwords.

Compromised data: Email addresses, Passwords

rch 2012, the music website Last.fm was hacked and 43 million user accounts were exposed.
'w of an incident back in 2012, the scale of the hack was not known until the data was
September 2016. The breach included 37 million unique email addresses, usernames and
passwords stor alted MDS hashes.

Compromised data: Email addresses, Passwords, Usernames, Website activity

Made with Tango.us

BONUS - Click on Notify me

This site is maintained by my "mate" Troy Hunt, a cyber security guru like myself, and he's
included the ability to notify you via email when a breach happens, and your info is a part of
that breach. Trust me; you want this service, so sign up for it today!

Home  Notify me

'»--have i been pwne

Check if your email or phone is in a data breach

Made with Tango.us

Now what do you do?

When (not "IF" folks) a breach happens, and you get notified, you simply change your password
for that site. | personally rely on LastPass as my password manager, so when this happens to
me, | simply tell LastPass to go and change my password with that site. It changes it and stores
the new password within LastPass and | don't have to remember anything as LastPass will track
and fill in that new password when | visit the site!

BONUS TIP: While You're at It!



This is a great tip. You can click on the Password link to test one of your many passwords to see
if hackers already know about that top-secret combination that you use for your bank account,
Amazon account, or any account!

Notifyme Domainsearch Who's been pwned | Passwords | APl About Donate B P
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Check if your email or phone is in a data breach

Made with Tango.us

Type your password

No Troy doesn't store them, this service checks what you typed in against the massive database
of passwords that have been exposed in various breaches.

®

Pwned Passwords

Pwned Passwords are hundreds of millions of real world passwords previously exposed in data breaches. This exposure makes them
unsuitable for ongoing use as they re at much greater risk of being used to take over other accounts. They're searchable online below as
well as being downloadable for use in other online systems. Read more about how HIBP protects the privacy of searched passwords.

@© Generate secure, unique passwords for every account | Lasn et pssusdicon
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Click on pwned?
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Click on This password has been seen 319,766 times before

What! the password "batman" has been used before! Holy-Super-Exposed!

Pwned Passwords

Pwned Passwords are hundreds of millions of real world passwords previously exposed In data breaches. This exposure makes them
unsuitable for ongoing use as they're at much greater risk of being used to take over other accounts. They're searchable online below s
well as being downloadable for use in other online systems. Read more about how HIBP protects the privacy of searched passwords.

Oh no — pwned!
This password has been seen 319,766 times before

This password has previously appeared in a data breach and should never be used. If you've ever used it anywhere before, change It!

@ 3 Steps to better security Start using 17assword com
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sword to  Step 2 Enable 2 factor authentication and Stlpiﬁjlm.llbc to notifications for any
odes inside your 1Password other breaches. Then just change that
cach i : unique password. Made with Tango.us

Thanks for following Dale Dumbs IT Down?

-Dale



